DNP3

Ethernet Driver

Supported version  TOP Design Studio V1.4.11.4 or higher {Rl
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1. System configuration

The system configuration of TOP and DNP3 is as follows:

DNP3 Ethernet Ethernet (TCP/UDP) 3. TOP communication setting Twisted pair cable™ote

*Note 1) Twisted pair cable
- Refer to STP (Shielded Twisted Pair Cable) or UTP (Unshielded Twisted Pair Cable) Category 3, 4, 5.
- Depending on the network configuration, you can connect to components such as the hub and transceiver, and in this case, use a direct cable.

W Connectable configuration

+ 1:1 connection

L

L IHus

+ 1:N connection

N )

HUB
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2. External device selection

TO BRI HE B X
Touch Qperation Panel

H Select a TOP model and a port, and then select an external device.

Select Device

PLC select [Ethernet]

Filter : [ pail ]

Vendor Model
BECKHOFF Automation &

FASTECH Co., Ltd.
ODvA

HYOSUNG

HB TECH

DNP

FAMUC Co., Ltd.
BOOSTER

Robots and Design
CoDeSys Automation Alliance
Cognex Corparation
S&E

Peripheral Device

Search :
@ Model () Vendor

4 Eack | B Next

® Cancel

Select Device

PLC Setting[ DNP3 ]

Alias Name ; |PLC1 Bind IP :

Auto v

Interface :

Protocol :

String Save Mode

Ethernet ~

DNP3 £

+ |First LH HL Change

Comm Manual

[] use Redundancy

Primary Option

i EIECEEREERE

s ‘

Ethernet Protocol TCP

Port w0000 &
Timeout

Send Wait
Master Address 2
Slave Address

¢ Poll Interval
-Class0,1,2,3

@ Back v OK

X Cancel

Settings

Contents

TOP

Model

Select the TOP model.

External device

Vendor

Select the vendor of the external device.
Select "DNP”.

Model

Select the external device to be connected to the TOP.

Protocol
DNP3

Interface

DNP3 Ethernet

Please check the system configuration in Chapter 1 to see if the external device you want to

connect is a model whose system can be configured.
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3. TOP communication setting

TO BRI HE B X
Touch Qperation Panel

The communication can be set in TOP Design Studio or TOP main menu. The communication should be set in the same way as that

of the external device.

3.1 Communication setting in TOP Design Studio

(1) Communication interface setting

M [Project] — [Property] — [TOP Setting] — [Use HMI Setup] — [HMI Setup Check] — [Edit] — [System] — [Ethernet]

— Set the TOP communication interface in TOP Design Studio.

Project Optien
- Change HMIH] ' AcdPLC(2) | TR Change PLCiC [T Delete PLCID)

\l {3 TOP Setting I = -
SY5 : RD1520X Date ’ Time Sync. Screen Option Unit Convert

Option Module Setting Project Option  Screen Change  HmiSetup  Global Lock & Touch
48 FieldBus (0)

Project Style | Splash = PLC Buffer Sync.

Communication Error Message =0
USBErrorMessage=0
StorageErrorMessage=1
DatabaseMessage=1

H 4 RFID (0) Use HMI Setup
v i
w Device Setting
" o 0 T Eet Opton Initialization Edit
i~ 1g® COM2 (0) Project Setting .
5% COM3 (0) HMIDisable =0
Ethernet (1) Project Name=New project
9 PLC1: DIP3 Start g"da e
" rt Screen No. =
o ""EIESS_ @) Latch Use=0
~-4§# USBDevice (0) Latch Set=0~0

Control Panel
i o
Svstem Devices @ Ethernet %
-Port
B B | meeee Ethernet Port : ETHI 0 -
I l ? W Link Speed : Auto -
PLLC Security Dat e/ T ime WAL Address : 00:00:00:00:00:00
|P Address :  192.168.0.100
Subnet Mask @ 255.255.255.0
® e B Gateway :  192.158.0.1
- S eEme )
""I" Default Gateway
Et hernet serial HOK | DNS (1) ;|
DNS (2]
— -Ethernet
=
— Primary [P : 192.168.0,100 =~
LA ® Ping
Diagnost ic File Fing Cable Status :
Manager
Bridae Mode : [IUse Bridae
Check duplicate | Apply || Cancel
Items TOP External device Remarks
IP Address 192.168.0.100 192.168.0.50
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 192.168.0.1 192.168.0.1
* The above settings are examples recommended by the company.
Items Description
IP Address Set the IP address of the TOP.
Subnet Mask Enter the subnet mask of the network.
Gateway Enter the gateway of the network.
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TOP ooz e
Touch Qperation Panel
(2) Communication option setting

M [Project] — [Project Property] — [Device Setting > Ethernet > DNP3]
— Set the options of the DNP3 communication driver in TOP Design Studio.

Project Option X

- Change HMIH] “ Add PLC[A] | THiTal Change PLCICl | [ Delete PLCID)
W

TOP Setting
-3 5Y5 ¢ RD1520%

PLC Setting[ DNP3 ]

Option Module Setting Alias Mame : |PLC1 BindIP : |Auto
W Fieldgus (0) Interface : |Ethernet ~
8 RFID (0)
i i Protocol : | DMNP3 w

Comm Manual

String Save Mode : (First LH HL Change

[ use Redundancy

Wireless (0
9 USBDevice (0)

4

Primary Option

I |192 :| |168 :| |0 :| |1

Ak

Ethernet Protocol TCP v

Port

13

Timeout

Send Wait

151
=
=1
=
A

3

o

1]

A

Master Address

[¥]
13

A

Slave Address I:I

* Poll Interval

-Class 0,1,2,3 seC
-Class 1,2,3 IZI seC
-Class 0 seC
-Class 1 seC
-Class 2 seC
- Class 3 sec

Apply Close
* The above settings are examples recommended by the company.
Items Settings Remarks
Interface Select “Ethernet”. Refer to "2.
Protocol Select the communication protocol between the TOP and an external device. External device
selection”.
IP Enter the IP address of the external device.
Ethernet Protocol Select the Ethernet protocol between the TOP and an external device.
Port Enter the Ethernet communication port number of the external device.
Timeout Set the time for the TOP to wait for a response from an external device.
Send Wait Set the waiting time between TOP's receiving a response from an external
device and sending the next
Master Address Configure the Master Address.
Slave Address Enter the Slave(Outstation) Address.
Poll Interval Configure the data request cycle for each class.
No data request occurs if set to 0.
External device connection manual for TOP Design Studio 5/9



TO hEQIRE E AT
Touch Qperation Panel

3.2. Communication setting in TOP

* This is a setting method when “Use HMI Setup” in the setting items in “3.1 TOP Design Studio” is not checked.

W Touch the top of the TOP-R screen and drag it down. Touch “EXIT" in the pop-up window to go to the main screen.

(1) Communication interface setting
M [Control Panel] — [Ethernet]

o) Ethernet

@ System liort ption
fun Ethernet Port :| ETHI |~|[0  |+]
n Q Link Seeed :| Auto -] 4’))
‘ n MAC Address : 00:15:1D:00:00:00
S

RLC IP Address :| 192.168.0.100 Sound
i Subnet Mask :|  255.255.255.0
Viewer 5 Gateway :| 192.168.0.1 e~
e 1] “ [ Default Gateway L~
] Ethernet DNS (]) ;|
' .
rena ! DNS (2)
|| IR e =0
Prinary IP : | 182.168.0.100 |+
: Diagnost ic HRAM
Cable Status : ETHI Not connected| [*!¥sis
Bridge Mode : [] Use Bridge
[System] lCheck duplicate] [ App |y I Cancel ] Close

TOPRX - TOPRX0D800S A  2021-09-01 11:14:58 AM
Items TOP External device Remarks
IP Address 192.168.0.100 192.168.0.50
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 192.168.0.1 192.168.0.1

* The above settings are examples recommended by the company.

Items Description

IP Address Set the IP address of the TOP.

Subnet Mask Enter the subnet mask of the network.
Gateway Enter the gateway of the network.
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ERI2 e B X
Touch Qperation Panel

TO, (|

(2) Communication option setting
M [Control Panel] — [PLC]

**‘O ) PILC
) systen| Driver(EH) [ PLOIOWS) -
Run Interface | Ethernet |+ -]
ll' Protocol | DNP3 v
‘ oL { Bind IP [Auto lz)
P EACEIS SRS
Viewer [('-H] i Ethernet | TCP |+
[l Port 20000 2]
Ethernet Timeout 1000 |2 msec | |
: Send Wait msec | 4
m Master Address
Diagnost ic Slave Address E
Poll Interval | /
[Systen] [ Diagnostic H’ing Test] [ App |y ”Cancel]

3
i

2021-09-01 11:15:27 AM

TOPRX - TOPRX0800S

* The above settings are examples recommended by the company.

Items Settings Remarks

Interface Select "Ethernet”. Refer to "2. External
Protocol Select the communication protocol between the TOP and an external device. device selection”.
IP Enter the IP address of the external device.

Ethernet Protocol Select the Ethernet protocol between the TOP and an external device.

Port Enter the Ethernet communication port number of the external device.
Timeout Set the time for the TOP to wait for a response from an external device.
Send Wait Set the waiting time between TOP's receiving a response from an external

device and sending the next

Master Address Configure the Master Address.

Slave Address Enter the Slave(Outstation) Address.

Poll Interval Configure the data request cycle for each class.

No data request occurs if set to 0.

External device connection manual for TOP Design Studio 7/9



3.3 Communication diagnostics

TO BRI HE B X
Touch Qperation Panel

B Check the interface setting status between the TOP and an external device.

- Touch the top of the TOP screen and drag it down. Touch "EXIT" in the pop-up window to go to the main screen.

- Check that the settings of the connected ports in [Control Panel] — [Ethernet] are the same as the settings of the external device.

W Diagnosis of whether the port communication is normal or not

- Touch “"Communication Diagnostics” in [Control Panel] — [PLC].

- Check whether communication is connected or not.

Communication

diagnostics

succeeded

Communication setting normal

Error message

Communication setting abnormal

- Check the cable, TOP, and external device settings. (Refer to Communication diagnostics sheet.)

B Communication diagnostics sheet

- If there is a problem with the communication connection with an external device, please check the settings in the sheet below.

Items Contents Check Remarks
System How to connect the system oK NG ) .
configuration Connection cable name OK NG 1. System configuration
TOP Version information oK NG
Port in use oK NG
Driver name OK NG
Other detailed settings oK NG
Relative prefix Project setting oK NG 2. External device selection
Communication 3. TOP communication setting
diagnostics oK NG
Ethernet port setting IP Address oK NG
Subnet Mask oK NG
Gateway oK NG
External device CPU name oK NG
Communication port name (module name) OK NG
Protocol (mode) OK NG
Setup Prefix oK NG
Other detailed settings oK NG
Ethernet port setting IP Address oK NG
Subnet Mask oK NG
Gateway OK NG
Check address range oK NG 4. Supported addresses
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4. Supported addresses

TO,

ERI2 e B X
Touch Qperation Panel

The devices available in TOP are as follows:

The device range (address) may differ depending on the CPU module series/type. The TOP series supports the maximum address

range used by the external device series. Please refer to each CPU module user manual and be take caution to not deviate from the

address range supported by the device you want to use.

Address Bit Word Remarks
BINARY_INPUT:00000 —
BINARY INPUT
BINARY_INPUT:65535
DOUBLE_BIT_INPUT:00000 —
DOUBLE BIT INPUT
DOUBLE_BIT_INPUT:65535
DOUBLE_BIT_OUTPUT:00000 —
BINARY OUTPUT
DOUBLE_BIT_OUTPUT:65535
COUNTER:00000.00 - COUNTER:00000 — COUNTER:65535
COUNTER
COUNTER:65535.31
FROZEN_COUNTER:00000.00 — FROZEN_COUNTER:00000 —
FROZEN COUNTER
FROZEN_COUNTER:65535.31 FROZEN_COUNTER:65535
ANALOG_INPUT:00000.00 - ANALOG_INPUT:00000 -
ANALOG INPUT
ANALOG_INPUT:65535.31 ANALOG_INPUT:65535
ANALOG_OUTPUT:00000.00 —- ANALOG_OUTPUT:00000 —
ANALOG OUTPUT
ANALOG_OUTPUT:65535.31 ANALOG_OUTPUT:65535
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